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Abstract: This contribution proposes a solution for Key Issue #5 – UAV authorization revocation and (re)authorization failures in TR 23.754.
1. Introduction
We propose to include this solution for Key Issue #5 in TR 23.754.
START of CHANGE
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NEXT CHANGE (All text is new)
[bookmark: _Toc25934676][bookmark: _Toc26337056][bookmark: _Toc26337097]6.X	Solution #X: UAV Authorisation revocation by UTM
6.X.1	Introduction
This solution is for the following Key Issue #5: UAV authorization revocation and (re)authorization failures.
-	How are UAV handled in case of failed (re)authorization or revocation of authorization by the UTM, considering handling of UAV connectivity with UAV Controller and expected UAV behavior.

6.X.2	Functional Description
This solution introduces a method for authorisation revocation of UAV(s) initiated by UTM/TPAE by performing deregistration from the 3GPP network when the UAV(s) is deemed to be in safe place. 
 
6.X.3	Procedures
[bookmark: _Hlk29322130]6.X.3.1      UAV Authorisation revocation by UTM
The procedure in Figure 6.X.3.1-1 shows a signalling flow of an UAV authorisation revocation by the 3GPP network initiated by UTM:
[image: ]
Figure 6.X.3.1-1: UAV Authorisation Revocation by UTM
1. UAV is registered to 5GC, connected to a UAC via "Direct" or "Network-Assisted" C2 communication mode, and UAV has an active PDU session for C2-Communication.
2. UTM decides to revoke the authorization of UAV(s).
NOTE 1:	UTM can decide to revoke UAV’s authorisation for various reasons. For example, repeated violations of UAV aerial in no-drone locations.
3.	UTM sends a C2-Command to the UAV(s) to revoke their authorisation. The C2-command is sent over the user plane using the PDU session that was active at Step 1. The C2-command can include the following:
a)	UAV to disconnect from UAC and C2-communication mode is changed to "UTM-navigated";
b)	Optionally, cause code why the C2-communication mode is changed;
c)	Optionally, GPS co-ordinates to navigate in case UAV is aerial. This step is needed to navigate the UAV to a safe location before deregistering from 3GPP network due to authorisation revocation; and
d)	Optionally, a flight plan to navigate to a safe location.
6.	UAV disconnects from UAC and C2-communication mode is changed to "UTM-navigated".
7.	Once the UTM decides that UAV is in a safe location, UTM sends a Deregistration request to AMF via NEF/AF. The Deregistration request contains the UAV identity (Remote ID) and a cause code.
8.	AMF sends the Deregistration request message to UAV(s) with a cause code (e.g. Illegal UE, Illegal ME or a new cause code specific to UAV authorisation revocation).
9.	UAV(s) sends Deregistration Accept message.
NOTE: Steps 7-9 are optional. The UAV could stay registered to the 3GPP network. 

6.X.4	Impacts on existing entities and interfaces
-	AMF - UTM communication needs to be defined.
-	Optionally, a new 5GMM cause code can be defined for authentication revocation of UAV(s).

6.X.5 	Evaluation
Editor's note:	This clause provides an evaluation of the solution.


End of CHANGES


image1.emf



UAV NG-RAN AMF/
SMF UTM



 1. UAV authorised & registered to 5GC. PDU session active for C2-Communication



2. UTM decides to revoke 
the authorisation of UAV(s).



5. Deregister UAV 
(UAVidentity, Cause code)



7. De-registation Accept



6. De-registation Request
(cause code)



UPF



4. UAV disconnects 
from UAC



3. C2-command over user plane to change from “Network-Assisted” to “UTM-
navigated” C2-Communication











